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JISC Proposal - Core Middleware: Early Adopters

1. Introduction

1.1 Overview

The AHDS manages the preservation, discovery and dissemination of a number of digital resources in various fields of the arts and humanities. Most of these resources result from publicly-funded research projects carried out by academics at UK institutions of higher education, and are deposited with the AHDS at the conclusion of the associated projects, with the intention of making them available to the wider educational and research communities. In many cases, access to these resources is free and unrestricted to all users, although access to some resources is subject to a variety of restrictions specified by the resource owners. This access must be managed by a system that can accommodate any necessary restrictions, while maximising accessibility for the user community.
The proposed project will have the following aims related to this core AHDS activity:

· To implement a Shibboleth-based registration system able to manage access to restricted and freely available resources, as a replacement for the existing system;

· To investigate the use of a Shibboleth implementation to simplify the accession/ingest and management process for digital resources;

· To investigate the possibilities for using Shibboleth in a distributed access environment based on a grid-computing architecture.

The first of these strands is the core aim of the project, and we intend it to result in a live application, either at the end of the project or shortly thereafter. The other two strands are of a more exploratory nature, and the main outputs will be reports. They are not expected to produce production-level services within the same timeframe. However, if the investigations yield positive results, the AHDS intends to build on them to produce live systems in the future.

Project timescale:

· One year, from 1st November 2005 until 31st October 2006.

Contribution of project to programme:

· Demonstrate the use of Shibboleth to manage access to a variety of resources with different access restrictions;

· Investigate the use of Shibboleth to facilitate and simplify the accession process for digital resources produced by the HE and research communities;

· Investigate the possibilities for using Shibboleth to manage access in a grid-computing environment.

1.2 Details of Proposal
i) Managing access to resources held by the AHDS

Access to many of the resources held by the AHDS in their repository is free and unrestricted. In other cases, however, access is subject to a variety of restrictions imposed by the terms of the original licence agreements made with the depositors or owners of the resource. Currently, these restrictions are managed by a registration system that is specific to the AHDS repository. This means that users have to remember a username/password combination, and that AHDS staff have to maintain and administer the registration database on behalf of these users. 

The main task of the proposed project is to set up the AHDS repository as a Shibboleth target or resource provider, enabling access management to be performed by an authentication and authorisation system based on Shibboleth. The various categories of access restriction will be defined by a set of rules defined for each resource in terms of a user’s attributes, which are supplied by the user’s home institution. Shibboleth allows rules to be defined for a directory containing data files, or for a web page. The rules will be specified to be as simple and non-restrictive as possible while remaining conformant with the demands of the depositors. At the same time, the AHDS will be set up as a Shibboleth source, or identity provider, to allow AHDS staff to access the resources via this mechanism. In combination with an appropriate WebISO authentication service, the resulting system would provide a single sign-on procedure to access the resources.

It is not necessary to be a member of a federation in order to operate Shibboleth, but in a practical implementation it is highly desirable as a way of increasing the number of targets and origins that can interact without the need for specific bilateral agreements of trust with other organisations. Initially, Shibboleth will be deployed at the AHDS in a non-federated fashion in a test-only environment, where users (at AHDS) will be accessing resources held on a local target. As part of the project planning, we will investigate the possibilities of joining a Shibboleth federation, as both identity provider (source) and service provider (target). For example, the InQueue federation (see http://inqueue.internet2.edu/) is operated by the Internet2 organisation, and is aimed at institutions that are in the process of familiarisation with the use of Shibboleth for access management. This would enable the AHDS to test interoperability with other source and identity providers. However, this federation is not aimed at production-level systems, and in particular for security reasons should not be used to deliver restricted resources. 

Development of the test system will be carried out on a separate server from those holding the live repository, for security reasons. To optimise the usability of the system, after internal AHDS testing, we will organise a period of testing by external users. Once the system is sufficiently robust, it will be incorporated into the live repository. As part of the move to a production-level system, we propose to join a “live” federation, such as the UK-based Athens UK Shibboleth Federation (http://www.athensams.net/local_auth/shibboleth/UK_federation.html/). It is expected that the Shibboleth-based system will become the primary mode of access to the AHDS repository as the number of federated institutions increases, although the existing registration system will be left in place for users who are not registered with federated institutions, such as private individuals. 

ii) Facilitating the ingest process

This strand contains two parts: firstly, to investigate the use of Shibboleth to manage the ingest process; secondly, to investigate the use of Shibboleth to manage access to the King’s College London Research Gateway.  This aspect of the project is more exploratory, and will result in reports summarising the feasibility of using Shibboleth in these environments and for this kind of access management, together with plans for further developments if appropriate.

Digital objects are commonly deposited with the AHDS on portable media, or transferred electronically, e.g. by SCP. After this they undergo a quantified ingest process suitable to the data format, before they are lodged in the repository for preservation and dissemination to users. During the course of this process the objects are subject to quality review and validation at various levels, such as virus checking, file corruption, data integrity, completeness of documentation. Files are transferred though a number of specifically designated locations on the file system, and in the course of this are reorganised and updated, for example to correct defects, or to transform the original files into forms more appropriate for preservation and/or dissemination. Metadata and administrative information relating to the accession must be created and maintained. AHDS Collections may be subsequently replaced or enhanced, in the event of problems being found with the initial versions, or because they are a resource that is subject to periodic updates.

To simplify the ingest and dissemination process, we propose to investigate the feasibility of using Shibboleth. Currently, the only way a depositor, external to the AHDS, can deposit a resource with the AHDS, is either to use physical media, which is cumbersome and time-consuming, or to use electronic transfer via a special ad hoc arrangement. Typically, access through the firewall is conferred on the basis of IP address, to all machines with addresses in a specified set. In addition, users are then required to login before they can access services. This approach does not allow fine-grained control of access, and in addition requires maintenance of yet another user database, which furthermore for security reasons must be restricted to a small number of trusted individuals. Shibboleth could be set up to allow authorised users to deposit digital resources in designated ingest areas on AHDS servers, or transfer updates to previously deposited resources. This part of the project will involve investigating procedures, directory structures and access restrictions for this process, as well as the storing of administrative and audit data. Such a mechanism would be particularly useful for resources that do not consist simply of a one-off deposit, but which are subject to periodic updates (see http://www.ahds.ac.uk/about/projects/hybrid-archives/preserving-frequently-updated-resources.pdf for problems associated with such resources).

Once deposited, the ingest workflow is managed by AHDS staff members in various roles. Access to the resources, together with associated metadata and administrative data, during this workflow is controlled by standard mechanisms such as user logons and Linux file access permissions. We propose to assess the feasibility of using Shibboleth to manage access to the workflow, by implementing fine-grained access control for AHDS staff members. A Shibboleth “Origin” service could provide Shibboleth-enabled identities for AHDS staff, both at the Executive and the various Subject Centres. Shibboleth’s approach to handling attributes is easily extensible, and will allow specific access rights to specific user roles. The identities would enable particular staff to be given access appropriate for their roles in the ingest process. Part of the project will be devoted to mapping the current ingest procedure to a set of appropriate roles/attributes. These attributes would only be required internally to the AHDS, to support the ingest procedure, and release to other Shibboleth target sites would be blocked by the Attribute Release Policy. 

In addition, the AHDS will work with King’s College London Information Systems and Services Department to assess the potential of Shibboleth for managing access and management of content contained in the College’s Research Gateway.  The KCL Research Gateway is a web-based system available to all academic members of staff.  It holds information pertaining to research activities undertaken at King's, drawing from a number of internal and external sources.  The Research Gateway holds information on grants awarded, research output (journal articles, books, etc), and Research division/department structure and associations.   Information held in the Gateway serves a number of purposes; in the first instance it will be used to create a Mock RAE return for the college.  It is therefore important that staff are able to view the information held in the Gateway, and if the data is incorrect, to update it using the forms provided. Also included in the Gateway is the ability to select research output that would be appropriate to go forward for an RAE submission, and for transfer to the publicly available Institutional Repository.  Work here will include mapping the current control procedures to a set of appropriate roles/attributes. 

The main outputs of this strand of the project will be reports into the feasibility of the approach, and proposals for further developments. The investigation will however require some prototyping, the results of which could be used as a baseline for subsequent work.

iii) Integration of Shibboleth with grid technologies

AHDS are undertaking several internal projects related to grid-computing technologies (http://www.gridcomputing.com/), starting Autumn 2005. One is to investigate the use of grid technologies, specifically Storage Resource Broker (SRB), for accessing diverse repository resources stored in a distributed fashion, and in particular replicated resources held on external sites for security of preservation. SRB is client-server middleware that provides a uniform interface for accessing distributed and heterogeneous resources based on logical names rather than their physical locations on a network. The other projects concern the AHDS’s on-going E-Science activities, namely the E-Science Support Centre and the E-Science Scoping Study (see http://www.ahds.ac.uk/e-science.htm). These projects aim to investigate how academics and researchers in the arts and humanities community can exploit E-Science technologies, most of which may be categorised as grid technologies, and to provide practical support to facilitate that exploitation. 

Part of the proposed project will be to investigate the implementation of Shibboleth in a grid-computing environment. Firstly, the investigation will cover the use of Shibboleth to manage access to distributed data resources accessed via Storage Resource Broker. Secondly, in liaison with the two strands of AHDS’s E-Science work, it will consider the implications of using Shibboleth in a more general E-science and grid-computing environment.

iv) Cultural issues

As well as the implementation and testing of new technology, the project will involve a two-way interaction with the wider community of users or potential users. On the one hand, it will be necessary to disseminate information to users, both within and external to the AHDS, concerning the new procedures to be followed when accessing resources in the repository. Dissemination activities will include the production of reports and publicity material, and possibly involvement in presentations and workshops.

On the other hand, the participation of the user community is essential to the production of a successful system. The AHDS will carry out extensive testing of any systems implemented as part of the project, and these tests will be fully documented. In addition to this, external users will be asked to test the repository access system, in a more informal but realistic environment, and to provide feedback concerning the procedures, particularly with respect to usability issues. Their comments will be taken into consideration prior to rolling out the live version of the system.

Furthermore, if we obtain promising results from the study into using Shibboleth in the ingest process, the next stage will be to involve external depositors in finalising the functionality of a beta test system, building on any prototype developed during the project. This could involve, for example, carrying out dry runs of the ingest process with a view to providing feedback for the AHDS’ own development, as well as providing case studies for the community. This would however take place after the completion of the project.

2. Project Description

Outline of plan, including dates

	WP
	Start-End

(Week nos)
	Activity
	Output

	1
	1-4
	Identify necessary resources (staff and technical). Investigate possibilities for joining a federation. Produce Project Plan.
	Project Plan

	2
	5-8
	Investigate technical aspects of Shibboleth architecture and other related Shibboleth implementations.
	Technical review

	3
	9-13
	Specify architecture/configuration for implementation of the AHDS repository as a Shibboleth target. This will include the definition of the rule-sets used to manage access to the resources.
	Technical Specification for AHDS repository Shibboleth target.

	4
	14-18
	Specify architecture/configuration for implementation of AHDS Shibboleth identity provider. 
	Technical Specification for AHDS Shibboleth identity provider.

	5
	19-24
	Install and configure Shibboleth Target, Shibboleth Origin, and other required software (e.g. WebISO). Integration testing of installed software, including basic testing of repository access.
	Installation report, including problems encountered and details of tests.

	6
	25-27
	Internal (at AHDS) testing of repository access: specify tests; execute tests; investigate and resolve issues arising from testing.
	Test specifications and test logs.



	7
	28-31 (in parallel with WP 8)
	Testing and evaluation of Shibboleth-enabled repository by external users.
	Test reports.

	8
	28-32
	Investigate application of Shibboleth to ingest process. Specify architecture/configuration of a Shibboleth target that implements a “proof of concept” prototype for parts of this ingest process. 
	Report, including Technical Specification for ingest prototype.

	9
	33-35
	Modify Shibboleth installations to support “proof of concept” prototype from WP 8. Test ingest prototype.
	Installation report, including problems encountered and details of tests.

	10
	36-37
	Investigate application of Shibboleth to manage access to KCL Research Gateway
	Report.

	11
	38-40
	Changes to repository access management system as a result of feedback from WP 7.
	Report.

	12
	41-46
	Investigation of grid-computing/Shibboleth integration.
	Report.

	13
	47-48
	Publicity for Shibboleth-enabled repository. 
	Publicity documentation (such as conference poster/paper).

	14
	49-52
	Produce final reports containing the project’s findings, according to the following categories:

· Managing access to AHDS repository;

· Support for ingest procedure;

· Managing access to KCL Research Gateway

· Grid/Shibboleth integration.


	Final reports.


Deliverables:

a) Interim reports and technical documentation relating to the three strands of the project;

b) Implementation of the AHDS repository as Shibboleth target, and the AHDS as a Shibboleth source (identity provider);

c) Proof-of-concept implementation to investigate applicability of Shibboleth framework to (parts of) the ingest process;

d) Final reports for each strand of the project.

Risks:

	Risk
	Probability

(1-5)
	Severity

(1-5)
	Score

(P x S)
	Action to Prevent/Manage Risk

	Staffing Problems
	3
	4
	12
	Spread expertise throughout the project, create a clear project plan and document current work to ensure knowledge is not lost. Make use of existing staff in case of recruitment problems.

	Insufficient documentation about Shibboleth
	1
	3
	3
	Consult publicly available documentation and contact support mailing list if the main developer(s) are unavailable.

	A complete solution cannot be implemented within the project time constraints
	1
	4
	4
	The absence of a complete solution is not an indication of failure, as one aspect of the project is to investigate potential problems. The project report will address the issues that could not be resolved.

	Unable to join federation.
	1
	4
	4
	Set up bilateral agreement(s) with other institutions implementing Shibboleth, e.g. KCL.


Value to the community

a) It will demonstrate the feasibility of using Shibboleth to manage access to a variety of web-based resources with different access restrictions;

b) It will simplify access to the teaching- and research-based resources held by AHDS;

c) It will provide a case-study in the application of Shibboleth to manage workflows such as the AHDS ingest process, and KCL Research Gateway. 

d) It will provide useful information on the use of Shibboleth to manage access in E-science and grid-computing environments.

IPR:

All reports and other documents produced by the project will be made freely available to the wider community, for example via the AHDS website. 

As Shibboleth is open-source software, any modifications made to the code as part of the project will be made available to the community under similar terms.

Sustainability:

a) If the implementation of Shibboleth-managed access to the AHDS repository is successful, the service will be made “live” and publicly available. To facilitate this, the AHDS will join a production-level federation, such as the Athens UK Shibboleth Federation. Members of staff within federated institutions will be able to access restricted resources within the AHDS repository via Shibboleth, subject to their satisfying the resources’ specific access restrictions. The AHDS will also look into augmenting the number of institutions that can access the repository in this way by means of bilateral agreements with other institutions. The existing AHDS registration service will remain in operation for non-affiliated users, for example private researchers.

b) The AHDS will build upon the investigation into the use of Shibboleth to manage ingest workflow with a view to producing a working Shibboleth-based system for some or all of the ingest process, thus simplifying the process for both depositors and AHDS staff.

c) The Shibboleth/Grid report will make a positive contribution to the AHDS’ E-Science Support Centre, especially when Shibboleth-based access management becomes more widely adopted. In addition, it will provide valuable input should the AHDS implement SRB to access distributed and replicated data held the (Shibboleth-enabled) repository.
3. Budget

	
	JISC Request

1/11/05-31/10/06
	Institutional 

Contribution
	Total

	Staff 
	
	Overheads

@ 46%
	

	Project Manager 0.1 FTE

ALC4 pt 21
	5481
	2521
	8002

	Technical Officer 1.0 FTE

ALC2 pt 11
	37420
	17213
	54633

	
	
	
	

	Travel & Subsistence 
	1000
	
	1000

	Early Adopters programme meeting

Federation liaison discussion meetings 

MATU workshops

Visits to AHDS Centres
	
	
	

	
	
	
	

	Equipment 
	4000
	
	4000

	Server
	
	
	

	
	
	
	

	Dissemination activities 
	500
	
	500

	Poster/presentation at 2006 ECDL conference
	
	
	

	
	
	
	

	Evaluation activities
	500
	
	500

	User testing sessions
	
	
	

	
	
	
	

	Total 
	48901
	19734
	68635


4. Key Personnel

Project Director, 0.2 FTE, 12 months, based at the AHDS Executive: 

Mark Hedges (AHDS Executive, Technical Services Manager) – CV attached

The Project Director will oversee the work of the project, including supervision of the technical aspects, and act as an advocate for the project.  

Technical Officer, 1 FTE, 12 months, based at the AHDS Executive:

TBD

The Technical Officer will be responsible for the majority of the work involved in the project, including implementation, testing, production of reports, liaising with the technical staff at other institutions implementing Shibboleth projects. The Technical Officer will be line-managed by the AHDS Technical Services Manager.  This post will need to be recruited immediately at the start of the project.
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